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What is the problem?
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» Unexpected behavior for out-of-distribution images!
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How do we solve this?
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» confidence measure for certainty of the prediction

T Prediction: free road
» Model
1

5

Confidence: 2%

* model a probability density function given samples

form that distribution ..

* Use the density function to estimate if a sample is

In distribution
Y

part of the in-distribution &= Gaussian
Out of distribution _ |
o
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From: https://www.youtube.com/watch?v=bNW1a1RYGWk
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Related methods

* Classical methods like: One-Class SVMs
« Setting: Trained classification net, labeled data

 Baseline line method by [Hendrycks and Gimpel]
— Uses soft-max score as the confidence score

 ODIN by [Liang et al.]

Temperature scaling only

ﬂ
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Softmax score From: [2]
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Previous STOA
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Previous State-of the-Art (Mahalanobis) by: Lee et al.

Main idea:

Model each layer activations as a Gaussian distribution and use the Mahalanobis

distance as a confidence score.

Each layer activation modeled as Gaussian

In distribution
Gaussian

5.0 =25 0.0 25 5.0 75 10.0
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What is the Mahalanobis distance?
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What is the Mahalanobis distance?

UNI
FREIBURG

Measures of how far away a Point is from a distribution

Michel Dehn 10



UNI

4 Example: Mahalanobis based confidence score
E Given: Trained Classification network for the classes - | and

 EEE— : d 2

layer0 7> layerl 7> layer2
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Example: Mahalanobis based confidence score
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layer0 7> layerl 7> layer2
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Example: Mahalanobis based confidence score
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layer0 > layerl > layer2

%0,

Confidence score = g MD(@,cat) + o, MD(@,dog) + a, MD(@®,dog)
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What is the difference to previous work?
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« Uses a more expressive density based on a new
Residual-Flow Architecture

Expressive model based on normalizing flow

In distribution
Residual Flow

Out-of-distribution

s Bird(0.54)
Boat(0.93)
Cat(0.01)
4. Dog(0.01)

From: https://www.youtube.com/watch?v=bNW1a1RYGWk

 Uses the Residual-Flow-Score instead of the
Mahalanobis distance as confidence measure
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Normalizing Flows

From: https://www.youtube.com/watch?v=i7LjDvsLWCg
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z ~pz(z) = N(0,1)

x=9gz) =gk ° ... ° gz °g1(2)

each g; is invertible (bijective)
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pz(z)

Normalizing Flows
Z _ f[Y) From: [4]
(
Normalizing

direction -

e
z
P

Y =8(Z)
>

Generative \
direction _ ~

Base distribution. Z Target distribution. Y

What is the density of a given y?
Change of variables formula:

o)
py(y) = Pz(f(J’)) * |det f)

5y|
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4 Linear Flow

5% g(x) = Ax + b, where Ais invertable

« Training a linear flow model on the feature space of
a neural network is equal to fitting a Gaussian
distribution via LDA

 Linear flow transfomation can be obtained
analytically
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Residual Flow
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» Residual Flow = linear flow + non linear residual component
* Non-linear block component: is a DNN
« Permutations are used to diversifying the inputs of the non-linear

components
Initialization Training
0
(0]
®—>g vo--—0® ®—> g —-g é —»g—o —-b¢oo—>®
g 2El B @
- g =
Residual x 5 Residual x 5

(a) Residual Flow blocks during initialization and training.

2 (A |A [|A] |
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(b) The complete Residual Flow architecture Z = f(X).

From [1]
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% How does it work?

% « Given: trained image classifier and Iabelledplctures
of dogs and cats: T

1. for each sample x in our training data, we extract the
network activation in layer . ®,;(x)

2. for each network layer [, we extract the mean activation
in the training data for each class label: y; .

3. calculate centred feature training set:
Dy (x)=P;(x) — pyc
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How does it work?

4. fit a Gaussian distribution to the centered dataset by
constructing a linear flow model for each layer
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layer0 > layerl > layer2
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How does it work?
R

5. construct a single linear model for all classes. OUQ/ypr
/ eOI/C‘I‘/'O,)

FREIBURG

Y

X @ | O

6. for each layer |, and for each class c, we train a residual
flow model by training the non-linear flow blocks.
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OOD Detection

Algorithm 1 Computing the Residual-Flow score .5;.
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: . — : .
oraine ¢t i fow or e e (15 VL) N = A
:nitializtlelscoielvzc;ors: S ngs)x) = [St.c : VI, ] dooy N ZJ\’) e, o,
" Find the mos prbabe class: NTEAN
T S G I
& =z + esign Ve pe (qi() — fiue) 5.8

Computing confidence score: w) U

S1 = max pe (&u(Z) = Far,c) & "\
end for <A

return Confidence score for test sample ), ;S

From [1]
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Evaluation

— Same evaluation technique as Lee et al.
« Same datasets and architectures, ...

— Most important performance measures: 4§90V
* true negative rate at 95% true positive rate P 4
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From:
https://moredvikas.wordpress.com/2017/09/12/what-is-
true-positive-and-true-negative-confusion-matrix/

« area under the receiver operating characteristic curve

ROC_CURVE
V0= 'PERFECT CLASSIFIER » T =7

TRUE POSITIVE RATE

1 " [ 1
0.0 02 o 0.6 08 10

FALSE POSITIVE RATE
From: https://glassboxmedicine.com/2019/02/23/measuring-performance-auc-auroc/
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How does the OOD detection method compare with state-of-the-art?
They report an principled improvement on the current STOA

In-dist Out-of-dist TNR at TPR 95% AUROC Detection accuracy AUPR in AUPR out
(model) Mahalanobis [27]/ Res-Flow without pre-processing / Res-Flow with pre-processing
CIFAR-10 SVHN 85.8/94.9/94.9 96.6/98.9 / 98.9 91.9/953/95.3 98.7/99.5/99.5 88.8/97.5/97.5
(DenseNet) ImageNet 95.3/96.4/96.4 98.9/99.2/99.2 95.2/96.0/96.0 98.9/99.2/99.2 98.7/99.2/99.2
LSUN 97.9/98.2/98.2 99.3/99.5/99.5 96.8/97.1/97.1 99.3/99.6/99.6 98.2/99.5/99.5
CIFAR-100 SVHN 82.9/73.0/84.9 96.1/95.2/97.5 90.9/88.7/91.9 98.5/97.5/99.0 89.0/91.1/95.1
(DenseNet) TinyImageNet 85.8 /93.0/ 93.0 96.6/98.5/ 98.5 91.2/94.1/94.1 96.9/98.5/98.5 95.5/98.5/98.5
LSUN 83.6/96.3/96.3 94.9/98.9 / 98.9 890.9/95.7/95.7 95.7/99.0/99.0 93.0/ 98.8 / 98.8
SVHN CIFAR-10 96.5/99.0/99.0 98.9/99.5/99.5 959/974/974 956/97.8/97.8 99.6/99.8/99.8
(DenseNet) TinyImageNet 99.8 /100.0 / 100.0 99.9/100.0/100.0 98.8/994/994 99.6/99.8/99.8 100.0/100.0/100.0
LSUN 100.0/ 100.00 / 100.00 99.9/100.0/100.0 99.3/99.7/99.7 99.7/99.9/99.9 100.0/100.0/100.0
CIFAR-10 SVHN 96.4/94.5/96.5 99.1/98.9/99.1 95.8/94.9/95.8 99.6/99.6/99.6 98.3/97.6/98.3
(ResNet) TinyImageNet 97.1/97.8/97.8 99.5/99.6/ 99.6 96.3/96.9/96.9 99.5/99.6/99.6 99.5/99.6/99.6
LSUN 98.9/99.0/99.0 99.7/99.8/99.8 977/97.8/97.8 99.7/99.8/99.8 99.7/99.8/99.8
CIFAR-100 SVHN 92.0/88.8/93.0 98.4/97.8/98.5 93.7/926/945 99.3/99.1/99.3 96.4/95.3/97.1
(ResNet) TinyImageNet 90.8/95.0/94.6 98.2/98.9/98.9 933/95.0/95.0 98.1/98.9/98.9 98.2/98.9/98.8
esive LSUN 90.9 /96.7 / 96.2 98.2/99.1/99.0  93.5/96.0/957 97.8/99.0/98.9  98.4/98.8/98.6
SVHN CIFAR-10 98.5/99.3/99.4 99.3 /99.6 /99.6 96.9/97.7/977 97.0/98.3/98.3 99.7/99.9/99.9
(ResNet) TinyImageNet 99.9/100.0/ 100.0 99.9/100.0/99.9 99.1/99.5/99.3 99.1/99.8/99.7 99.9/100.0/100.0
LSUN 99.9/100.0/100.0 99.9/100.0/100.0 99.5/99.7/99.7 99.2/99.8/99.8 99.9/100.0/100.0
From [1]
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Results
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AUROC vs. iterations comparison on detecting TinylmageNet P .
from the first layer of ResNet trained on CIFAR-100. | N |t|a I |Zat|0n
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Trauung Iterations From: https://www.youtube.com/watch?v=bNW1a1RYGWk
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AUROC vs. iterations comparison on detecting TinylmageNet

from the first layer of ResNet trained on CIFAR-100. Traln | ng
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From: https://www.youtube.com/watch?v=bNW1a1RYGWk
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1.00+

AUROC
in-distribution: CIFAR-100

out-of-distribution: TinyImageNet

0.95

Results

AUROC vs. iterations comparison on detecting TinyImageNet
from the first layer of ResNet trained on CIFAR-100.
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Better OOD detection
with training iterations

Lee et al. SOTA
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From: https://www.youtube.com/watch?v=bNW1a1RYGWk
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* Applying this general model to different data: speech
recognition and natural language processing

* Fixing adversarial attack problems [Chen et al.]
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® Speed limit 100
Tr_af'flc CNN ® Stop sign
sign — x) —
data ® Speed limit 20 X Out-of-distribution
In-distribution
1. Train classifier f(x) 2. Build detector G(x)

l 3. Test example x

IO
[’ I 'Oo
@ CNN label B -\v&\ o] label @ L CNN
N

f(x) "Stop sign” ‘«&9\‘ f(x) "Stop sign” f(x)
x — Gx) * —>Glx) x
I .. s, No action taken
Jﬂ\ Reje:} “  Reject '76,%0 Rejectx
B
(a) No attack on G(x) (b) Outlier attack on G(x) (c) Inlier attack on G(x)
From: [3]

Michel Dehn 28



Conclusion

1. Can be applied to a trained network without retraining or
changing the underlying architecture

2. No compromise on classification accuracy

3. Performance improvement

4. Approach can be applied to different data e.g. NLP
5. Method has problems with In- and Outlier attacks
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Thank you!
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